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Introduction

Project risk analysis, like all risk analyses, must be implemented
using a graded approach; that is, the scope and approach of the
analysis must be crafted to fit the needs of the project based on
the project size, the data availability, and other requirements of
the project team. Los Alamos National Laboratory (LANL) has
developed a systematic qualitative project risk analysis tech-
nique called the Risk Factor Analysis (RFA) method as a useful
tool for early, preconceptual risk analyses, an intermediate-level
approach for medium-size projects, or as a prerequisite to a
more detailed quantitative project risk analysis. This paper in-
troduces the conceptual underpinnings of the RFA technique,
describes the steps involved in performing the analysis, and pre-
sents some examples of RFA applications and results.

Description of the Risk Factor Analysis Process

Overview of the Risk Factor Analysis Process

The objective of the RFA is to identify and understand the un-
derlying factors that ultimately will drive the behavior of the top-
level schedule, cost, and technical performance measures for a
project. The primary steps involved in conducting a risk factor
analysis are as follows:
+ Listactivities, tasks, or other elements that make up the project
+ Identify applicable technical risk factors
+ Develop a risk-ranking scale for each risk factor
+ Rank risk for each activity for each risk factor
+ Sum results across risk factors for each activity
+ Document the results and identify potential risk-reduction ac-
tions for evaluation by the project team

Each of these steps is described in the subsections that follow.

List Activities Modeled

The first step in RFA is the identification of the activities, tasks,
or elements of the project to be evaluated. If available, the proj-
ect work breakdown structure (WBS) and the baseline schedule
can be used as the starting point for the identification of im-
portant activities. Using this information and data obtained
from discussions with the project team, the analyst develops a

project activity flow chart to help organize the RFA. The flow
chart defines the tasks to be modeled and their interrelationships
for the project schedule analysis. WBS and schedule tasks may be
consolidated and/or expanded to explicitly highlight those tasks
and influences that are expected to have a significant technical
risk and/or significant uncertainty in schedule or cost perfor-
mance. The flow chart is developed in sufficient detail to allow
the items important to overall schedule and cost performance to
be evaluated individually, yet it is simple enough for all key tasks
and their interrelationships to be viewed easily.

Identification of Risk Factors

Risk factors are the issues, topics, or concerns that may ulti-
mately drive the behavior of the top-level schedule and cost
performance measures for a given activity. The aim of the RFA
is to systematically search the selected project activities for the
presence of such risk factors. To aid in the identification of rel-
evant risks, the risk project spectrum first is divided into four
broad categories of risk generally found to be relevant to all
LANL projects.

1. Technical Risk. Technical risks are those events or issues as-
sociated with the scope definition, research and development
(R&D), design, construction, and operation that could affect the
actual level of performance vs. that specified in the project mis-
sion need and performance requirements documents. Examples
of technical risks include new and changing technology and
changing regulatory requirements.

2. Schedule Risk. Schedule risk is the risk associated with the
adequacy of the time allotted for the planning, R&D, facility de-
sign, construction, and startup operations. Two major elements
of schedule risk are (1) the reasonableness and completeness of
the schedule estimates for the planned activities and (2) the risk
that schedule objectives will not be met because of a failure to
manage technical risks. An example of risk in this category
would be schedule delays resulting from failure of the
Department of Energy (DOE) to complete reviews and ap-
provals of technical, safety, and management documents within
the durations provided in the project schedule.

3. Cost Risk. Cost risk is the risk associated with the ability of
the project to achieve the planned life-cycle costs. Thus, it in-
cludes both design/construction and operating costs. Two major
elements of cost risk are (1) the accuracy and completeness of the
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Exhibit 1. Example Qualitative Risk Factor Ranking Criteria

Funding constraints
Prioritization uncertainty
Under funding potential

Escalation sensitivity

Labor rate uncertainty

Equip & materials $ uncertainty
Estimate completeness

Risk

Technical

Productivity uncertainty
Area/Facility availability
Personnel availability

Equipment/material availability
Adverse environmental conditions

Schedule
Risk

Rework potential —+—— Technology maturity
Analysis methods maturity —— Licensing approval severity
Infrastructure needs —|— Design data availability

Exhibit 1. Risk Categories and Generic Risk Factors for Risk Factor Analysis

Uncertainty

progress needed to reach
completion as planned is
conservative and well
within benchmarks
observed for similar
tasks.

Risk Category
Risk Factor Non/Low (0/1) Medium (2) High (3)
Technology Facilities & equipment Facilities or equipment Facilities & equipment
Maturity involve only proven require the adaptation of require the development
technology or new new technology from of new technology for
technology for a other applications to critical construction or
non-critical activity. critical construction or operating functions for
operating functions for this project.
this project.
Productivity The planned rate of The planned rate of The planned rate of

progress needed to reach
completion as planned is
aggressive but still within
benchmarks observed for
similar tasks.

progress needed to reach
completion as planned is
extremely aggressive or
no benchmark experience
is available to judge the
reasonableness of the
planned progress rate.

Equipment/
Material Cost
Uncertainty

Equipment/Material
costs are well established
and regulated by
contracts or competitive
market forces.

Equipment/Material

costs are not well
established but should be
regulated by competitive
market forces.

Equipment/ Material
costs are not well
established and not
subject to competitve
market forces.

cost estimates for the planned activities and (2) the risk that cost
performance will be affected adversely by a failure to manage
technical risks. An example cost risk would be to have all pro-
posals for a significant contract come in over the estimated bud-
get for that item.

4. Funding Risk. Project schedule targets may not be met be-
cause the projected funding needed to conduct the planned ac-
tivities is not available when needed. In turn, schedule delays
caused by underfunding can produce a need for increased funds.
Thus, a complete risk assessment must include an evaluation of
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Exhibit 3. Example Risk Factor Evaluation

Project

Risk Factor A B C Risg:taacltor
) Low (1) Low (1) High (3) 5
1) Medium (2) High (3) Medium (2) 7
1)) Low (1) Low (1) High (3) 5
Activity Total 4 5 8

funding supply or budgetary risks. An example of this type of risk
would be DOE failure to provide adequate funding or a change
in priority for the project from DOE or the Congress.

Exhibit 1 shows the four risk categories and their interrela-
tionships plus generic risk factors found to be broadly applica-
ble to LANL projects for each risk category. The specific risk
factors listed can be modified and supplemented with addi-
tional factors applicable to a specific project or program.

Qualitative Risk Ranking Guidelines

A method to systematically document the risk for each qualita-
tive risk factor identified in Exhibit 1 is needed to perform a con-
sistent evaluation of risk across the different project or program
activities. To make this possible, qualitative definitions of risk for
each of the risk factors are defined for three categories of risk
(none/low, medium, and high). Some examples of these risk-
ranking definitions are presented in Exhibit 2.

Risk Factor Evaluation

The identified project or program activities are evaluated sys-
tematically against the risk factors using qualitative risk factor
rankings similar to the Exhibit 2 example. The evaluation can be
performed by project personnel after training in the approach or
by the risk analysis team based on interviews with the project
team members. The results are recorded on worksheets pre-
pared for each project activity. These worksheets document the
risk ranking for each risk factor for each project activity using a

system in which the qualitative categories from Exhibit 2 were
given numerical values as shown below.

Risk Ranking Value
None 0
Low 1
Medium 2
High 3

In actual application, intermediate values such as 2.5 are used
when appropriate. Numerical values are assigned to the qualita-
tive risk-ranking categories to facilitate the later assembly of results
and development of probability distributions. The risk-ranking
worksheets also record the justification for the risk assignment and
reference the appropriate documents or interviews.

A simple example of a completed evaluation is shown in
Exhibit 3.

Uses of Risk Factor Analysis Results

RFA results have been used to aid LANL project management in
three important ways. First, the qualitative risk factor rankings
for each project activity provide a first-order prioritization of
project risks before the application of risk-reduction actions.
This general ranking process is shown by the project activity re-
sults given in the bottom row of Exhibit 3. This example shows
that, in order, activity C represents the highest risk, followed by
B and then A. A more robust example of RFA ranking results for
an actual project at LANL is shown in Exhibit 4.
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Exhibit 4. Actual Risk Factor Analysis Activity Ranking Results
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Emergency Response Sys.

Safeguards & Security Sys.

0 5 10

The second, and more meaningful, result from conducting an
RFA is the identification of possible risk-reduction actions re-
sponding to the identified risk factors. Risk-reduction recom-
mendations are often straightforward to make when the risk
issue is identified. However, the value added from the RFA ap-
proach comes from the systematic and comprehensive nature of
the RFA process and the confidence that is built in the project
team and other stakeholders as a result of having performed the
analysis. An example of risk-reduction recommendations iden-
tified through the RFA process is shown in Exhibit 5.

The final use to which RFA results have been applied at LANL
is the development of input distributions for quantitative risk
modeling. The integrated qualitative and quantitative risk analy-
sis process is shown in Exhibit 6.

15 20 25 30 35 40 45
Risk Rank

Note that in the RFA process, the potential effect of a risk fac-
tor on project performance is the focus of concern not its likeli-
hood of occurrence. The issues identified in the RFA and the
risk-reduction actions implemented in response to these issues
now can be documented and weighed by the risk analyst to define
defendable input distributions for quantitative risk modeling that
account for both the consequence and likelihood of risk issues.

Conclusion
This paper has introduced a systematic qualitative project risk

analysis technique called the RFA method. The RFA technique
has been used at LANL as a tool for early, preconceptual risk

Proceedings of the Project Management Institute Annual Seminars & Symposium
September 7-16,2000 « Houston, Texas, USA



Exhibit 5. Example Risk-Reduction Recommendations From RFA

e Scale-up concerns

e Capacity potential

¢ Feed material
sensitivity

¢ Bad product recovery
options

bonded pits.

e Radiation accident
potential

e Equipment maintenance
e Equipment reliability

production.

System Critical Risk Factor Recommendation/

Element High Risk Factor Discussion Section Reference

HYDOX * Process technology Process is undefined and unproven. Consider eliminating HYDOX module;
maturity see recommendation 5.1.1.2.

Indicated cycle time would require
multiple HYDOX reactors to achieve
needed throughput.

No alternative to HYDOX is available to
make oxide from potential problem

Two-step process will use hydrogen and
oxygen. Three-step process being
considered to avoid safety concerns.
Plutonium oxide easily dispersible.

Unique process not yet developed.
HYDOX may be the most critical module
in terms of downtime affecting

5.1.2.2

Perform analysis of accident potential
because of the ignition of hydrogen.
Perform accident analysis for
plutonium oxide dispersal.

Develop contingency plans for
maintenance on HYDOX module.
Maintain long-lead-time replacement
parts on site (e.g., heaters); consider
maintaining full replacement HYDOX
unit on site.

Exhibit 6. Integrated Qualitative and Quantitative Risk Analysis at LANL

dentity Develop
. Risk
Risk .
Factors Ranking
Tables
. . Perform
Project List Qualitative
Technical Project > Risk
Baseline Elements — Evaluation
Qualitative Document
Tasks Risk Results
e ) ———————— == D e & Recom-
Quantitative mendations
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Project
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Input Data
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Risk
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analyses, an intermediate-level risk analysis approach for
medium-size projects, or as a prerequisite to a more detailed
quantitative project risk analysis. The steps involved in per-
forming the analysis and actual results from LANL projects have
been used to illustrate the RFA process. It is the hope of the au-

A 4

thors that the RFA technique may provide project risk analysts
with a useful and cost-effective tool that can be applied to a
broad spectrum of projects and programs.
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